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What 1s https? And Why use 1t?

Secure version of the http protocol
uses TLS for encryption and authentication
Default port: 443

Problems with http:

Lack of privacy/confidentiality: Users’ Internet traffic is visible and can be
monitored by an attacker

Lack of authentication/identity: User has no way to validate that the response is
actually from the server

Lack of integrity: User has no way to validate that the message is not modified.



Motivation: https in The Internet Today

Google’s https report!

Measures the top 1 million websites on the Alexa
top Million list. Published at USENIX Security 2017.
Measuring the Tail

Government websites are critical sites which
may not show up in top million datasets. These
could include national identity systems, citizen
registers, tax, and health information.

1. Felt, Adrienne Porter, et al. "Measuring {https} Adoption on the Web." 26th USENIX Security Symposium (USENIX Security 17). 2017. 3



View of Government Websites Worldwide

Low popularity and ignored in top million datasets
Serve critical information and are authentic sources
Variable domain extensions based on official language

.gov

.goV.cCTLD .gob.ccTLD .guv.ccTLD .go.ccTLD .gub.ccTLD .govern.ccTLD .admin.ccTLD

fed
fed.ccTLD
.mil




But... How big of a problem i1s this?

o Ore - s Popular Government

This is an MITM Attack on FDA .gov WebSiteS in the top

million are vulnerable to

MITM attacks.

Top government website

without https (ranked

This i  localized attack on users navigating to fda gov at 222) belon gS to the
Chinese government.




Fallback Practices 1n Governments

We are sorry for the inconvenience of our website being
unavailable this morning. We have encountered a
technical issue with our DNS server which translates the
IP address to the domain name. While we are working to
resolve the issue please use https://34.2

instead of 1/

5:35 AM - Oct 19, 2020 - Twitter Web App
14 Retweets 25 Quote Tweets 9 Likes

Q un’ Q

- 6h
in your internet browser.

Our site has NOT been hacked, and there has not been any security
breach. This is a technical issue which we are working to resolve. When

>

you enter this IP address, you'll need to click on 'Advanced' or ‘More
information' 2/

Q 2 ] (VA &N
- 6h
and then 'Go to web page' or ' There will be a

warning because of the issues with the DNS server, but the site is secure
and safe. 3/3

© 4 n 4 Q 4 i

Requesting users to explicitly
accept and move ahead to an
insecure webpage.

Website not using “.gov.ccTLD”
format

Prior Blue Tick Twitter hack raises
legitimacy of this post and could
be a carefully orchestrated
attack.



https://www.wired.com/story/inside-twitter-hack-election-plan/

Popular Datasets & New Govt. Dataset
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Majestic Million Cisco Million Censys Big Alexa Top government
Query Million websites
# Govt. Websites Majestic Million Cisco Million Tranco Million
Top 1K 56 0 30
Top 10K 508 14 373
Top 100K 2538 433 2351
Top 1M 12445 (1.24%) 9296 (0.93%) 12293 (1.23%)




Chasing the tail...

Crowdsource unique websites from 23 countries.

27,532

unique
government
websites

amazon
~—

mechanical turk

27,794

unique
government
websites




Chasing the tail...

Crawl upto 7 levels of Depth.

27,794

unique
government
websites

843,561

hostnames which filter down to

301,219

unique hostnames and

134,812

unique government websites




Chasing the tail...

Explicit whitelist and hand curation from 62 countries.

134,812 135,408

unique unique
government government
websites websites
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Validating the Certificates

OpenSSL with the Apple Mac OS trust store imported
Download the entire certificate chain and validate

Identity Certificate

Public Key —_—

Digital Signature B

ES
' Int diate Certificat
OpenSSL serifios [ ntermediate Certificate
R

Cryptography and SSL/TLS Toolkit Public Key

Digital Signature

&

verifies x

Root Certificate

Public Key _—

Digital Signature B
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Results: At a glance

Count | % Approx.
Total websites considered 135,408 | 100
» Content served on HTTP only 82,152 60.67 7 2 o /
» Content served on HTTPS 53,256 39.33 o
» Valid HTTPS Certificates 38,033 71.41
» Invalid HTTPS Certificates 15,223 28.58 .
» Hostname Mismatch 5,571 36.59 Government websites
» Unable to get local issuer cert 3,732 24.51 worldwide do not
» Exceptions 2,619 17.20 have httpS
» Unsupported SSL Protocol 1,929 73.65
» Timed out 378 14.43
» Connection refused 135 5.15
» Connection Reset by peer 141 5.38 More than
» Wrong SSL Version Number 11 0.42 More than
» TLSv1 Alert Internal Error 9 0.34 o
» SSLv3 Alert Handshake Failure | 7 0.26 o 1 1
» TLSv1 Alert Internal Proto. V. | 8 0.30 o o
» Self-signed certificate 2014 13.22 .
» Certificate Expired 838 5.50 Serve content Websites result
» Self-signed certificate in chain | 347 2.27 . In an invalid htt ps
» Others 102 0.67 only using http connection
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Worldwide Availability & Validity

Availability of Govern

mental Websites

Availability: Ability for the
crawler to visit the website

https: Websites which
serve contentusing https

Validity: Websites which
serve content using valid
https
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Worldwide Availability & Validity

Availability of Governmental Websites

” Interesting Findings:
B Massive drop in https
over adoption from available

. websites in South Korea
N and China.

| : Less than 1.35% of

TS vt iVl Caises o hose vt e TS . websites use DNS CAA
. records.




Validity by Certificate Authorities

Distribution of Cert Issuers [Top 40]
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Free CAs like Let’s
Encrypt are the leading
certificate providers
80% validity
20% invalidity
Hosthname
mismatch
Expiry
Self signed certs.
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Certificate Expiry Date

Certificate Validity & Common Errors
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Valid Certificates follow the

issuance rules set by the
CA/B forum.

2 or 3 year validity
1 year validity starting
September 2020.

Issuance misconfigurations

Cryptographic Insecurities e
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Type of Public Keys used by Hosts
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Certificate Reuse

Incorrect use of wildcard certificates

* .portal.gov.bdappliedonall *.gov.bd
Use of web server default certificates
“localhost”

“example.com”
Used across 58 hostnames across 24 countries.
Probably from a popular question-answer website

Allows the ability to intercept, decrypt and modify
https traffic.

Indistinguishable if users add certificate to allowed
browser exceptions



In Depth Case Studies: USA and ROK

Both countries have similar HDI scores and
Internet adoption rates but have a differing
https adoption

USA:81.12%

ROK : 37.95%

Technical sophistication of both countries biases
them towards higher https adoption numbers
compared to the rest of the world.

ROK recently moved out of its own NPKI
infrastructure to use global standards, and USA
mandates government websites to have https.
[Congress S.2749 116-192]

Takeaway: https adoption in government

websites is below expectations worldwide.
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Validity by Hosting Type

Validity and Invalidity of Government Websites by Hosting Provider

USA ROK World

100% 100%

Use of public cloud

Zz::: o - services and CDNs still

B ol not popular

Eoe Lower invalidity rates in
ol websites which use the

10%

public cloud services
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0L siggs EYEEE Takeaway: Cloud services and CDNs

SN 88 ¢ "3% & reduce configuration errors, handle
5 3 g 3 renewals, improve https adoption.

Type of Hosting
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But Wait ... What about Non-Gov Websites?

Govemment  Non Gov. Random (NGR) Top Non Gov. NGR Similar to Gov
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HTTPS Adoption as Effect of Ranking
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20

0 10 20 30 40 50
Bins by Ranking [ 1 - 1000000 ], BINS = 50
HTTPS Validity of Govt. Domains (binned) R2=0.563
HTTPS Validity of Non Govt. Random Sampled Domains (binned) R2=0.637
HTTPS Validity of Non Govt. Sampled Domains Similar to Govt (binned) R2=0.656

Takeaway: Higher public cloud services usage and higher https adoption and validity in Non-Gov Websites.




Responsible Disclosures and Notifications

Controlled issuance of Government domains make.it
easier to reach the country government registrars

Higher response rate (~22%) compared to direct
notification studies in the past (~5.8%)
39 countries who proactively engaged.

ﬂl T I:I[l T Al 'I
a0 100 150 200 '
Rank by Population [Highest to Lowest]

Not a part of the original dataset B Obtained response for notification
Did not send out an email notification HE Failed to notify - Delivery failure
Successfully notified but obtained no response
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Impact of Notifications

Scanned the reported websites 2 months later
Silently updated with no response
Unavailable websites back online
http-only trafficupgraded to https:

> 10% improvement in 62 countries
>40% improvement in 7 countries.

We weakly attribute this to the disclosure and notifications.
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Why should governments care?

Network graph of external government websites linked by each country

. Country

Link to anather country government

Websites are heavily interlinked.
Insecure links can be exploited
spreading misinformation

Affects credibility

Misconfigured machines using
default server example key-pairs in
production websites allow foreign
intelligence surveillance.
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Why should governments care?

Compelled Certificate Creation Attacks

Governments can compel CAs
O Disproportionate number of US
Coetof heeo tod based CAs
osto ps today .
42 in USA

6 in Spain, Bermuda
4 in Taiwan, China, India,
Belgium

!5

‘B Let’s Encrypt



Why should governments care?

Impersonation Attacks

Easy to purchase resembling domain

names and get a free certificate:
abcgov.us
thepresidentgov.us

Thecaseofeta.gov.lk&etagov.sl

Recommendation: Domain Registrars Implement Additional Checks.
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[L.imitations

Potential biases:
lgnores government websites using .net, .com, .org
Potential bias towards larger countries
Potential censorship in countries affecting results
Improve by considering more case studies eg. India,
UK, Australia.

27



Future Work

Making .gov More Secure by
Default

When the public sees information on a .gov website,
they need to trust that it is official and accurate. This
trust is warranted, because registration of a .gov
domain is limited to bona fide US-based government
organizations. Governments should be easy to identify
on the internet and users should be secure on .gov

websites.

111111

S.2749 - DOTGOV Online
Trust in Government Act of
2019

Encourage the usage of
DNSSEC signed CAA records
and HSTS Preloading
Encourage domain registrars
to implement safeguards
from domain names which
could impersonate
government domains.
Improve https adoption.

28



We would like to thank our shepherd Matthew Luckie and the anonymous reviewers for their valuable feedback which shaped the final paper. We also
thank Dan Ports, Ming Liu, and the UW CSE Support team for their help in accessing the infrastructure to run the measurements. For their valuable
feedback and discussions, we thank Chris Thompson from Google, and Matt Johnson and Spencer Sevilla from the ICTD Lab. We thank Tae Oon Jang for
his knowledge and help in navigating Korean e-government resources.



